MCS-CVD Computer User Policy

Updated: 03Feb04

Welcometo the new MATERIALS domain! If you have any questions, the computer managers
are Justin Daniel Meyer (jmeyer) and Haibiao Chen (hchen) at x5332.

Login

When you log in, you will see abox with three fields and some buttonsin it. Use your Attila
username, the password you set up with the computer manager, and make sure the domain is set
to “materials’.

Upon successful login, you should see your login script execute. |If login is not successful (or
your script does not execute), advise the computer manager. 1f you are on aWin2000 or XP
machine, switch the domain from “materials’ to the name of the computer at which you are
working, i.e. “MSCO01 (this computer)”. Thiswill allow your to login locally until the problemis
resolved. If you are on a Win98 machine, just click the cancel button.

Successful login and script execution will result in automatic network drive mapping, script
execution, et cetera. An example would be:

~ipix]

_| File Edt View Favorites Tools: Help |-
_| dmfach - =b - (5] | 'ﬁSearch L3 Folders: gﬁHistnry | PP R ) | =

_| Address !@ My Computer ;I (?;*Gu | ] Morkon Antivins @, e
Mame - ll‘gpe | Total Size l Free Space |
5Py () St tnch Floppy Dk

E2C_drive (C1) Lacal Disk, 5.35 G 3.75GB
=I0_daka (D:) Local Disk, 13.2GE 12.4 GE
=JE_EXTRACED Local Disk, 1.95GE 1,95 GE
.,-':f}c-:umpact Disc (F:h Compact Disc

=2h_hfdoping on ‘cvd00' (HY) Metwark Drive 9,76 GE 9,76 GB

=2 aluming on 'cedog’ (1) Mebwark Drive 9,76 GE 9,76 GE

=2\ labfiles on ‘ovdog' (L) Metvwark Drive 9,76 GE 8.76 GE
=2q_transfer on 'ovd0d' (G Metwark Drive 9,76 GE 9,76 GE
s sourcefiles on 'cvdod' (51 Mebwork Drive 0,76 GB .76 GEB
2t sealcoat on 'cvd0 (T Metwork Drive 9,76 GE 9,76 GE
=2 archive on 'owd0d’ (55 Metwork Drive 9,76 GB 9,76 GE
=imever on 'cvdon’ (2:) Metwark Drive 3,09 GE 2,89 GE

(5] Contral Panel System Folder

114 objeckis) ' 1 @ My Computer v
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Common Network Drives:

Note mapped drives H: through Z: in the example above. These are the folders on the server
which are mapped to local drive assignments—from here on referred to as ‘drives’. While not
all users see the same drives, al drives are mapped to the same drive letter—'q’ isawaysthe
transfer share, et cetera. Thereisalot of space on the server, but the reported free spaceis
limited to 10GB. If the “free space” on your drive falls below 9GB, advise the Computer
Manager.

In addition to you specific project drives (H:, I: and T: in the example above), you will seethe 4
common user drives, titled labfiles, transfer, sourcefiles, and archive. The contents of these are
detailed below.

| _labfileson ‘CVDOO’ (L:) Stored here are commonly used files such asthe CBME
presentation slide template, pre-made shipping tags, budget spreadsheets, PR pictures, |ab staff
pictures, equipment manualsin PDF format, et cetera. Take afew minutesto browse thisdrive
so you know what’ s there and can use it instead of duplicating effort by starting from scratch.
Please remember to add files you think other lab members can use to save time and avoid
duplicating effort. It isalso important to remember that all users can add, change and delete files
from thisdrive. Please do not delete files unless you are absolutely sure no one else will need
them—so don’t del ete them!

== | |abfiles on ‘cvd00’ (L:) ] | 5

_| File Edit ‘iew Favorites: Toaols  Help |-
| s=Back » = - [E] | ‘Qsearch L Folders g}iHistDry | PR B T | EE

| Address ig L j & Gn “Nn:-ttn:un Antivius L -
MName | Size | Type | Modified [
CBogetary | File Falder 9{7/2003 1:22 PM

(1 cvD Wb Material Filz Folder QTIZ003 1122 PM

:l YD WEB File Folder QIFIZ003 1:22 PM

[ lData File Faolder QI7IZ003 1:22 PM

e Equiprent Info File Folder UTI2003 1:22 PM

Cfar dr lee File Folder WUTI2003°1:22 PM

[ JIntroductary File Folder QIFIZ003 1122 PM

L1 riventary Filz Falder QIFIZ003 1122 FM

L 1M5D05 electroriic File Falder QFIZ003 1:22 PM

L IMSOffice Downloads File Foldey TIZ003 1:22 PM

Cother File Folder QIFIZ003 1:22 PM

[ Pictures File Faolder Q72003 1:23 PM i
e prio; Liker File Folder AUTI2003 1:23 PM

[ 5erver Infarmation File Folder WTI2003°1:24 PM

[ 15igns and Matices File Folder IFIZ003 1:24 PM

[ 15tevens Slide Template File Folder 9I7I2003 1124 PM ll

i2l3 object{s) 'ﬁE KR ] |r Local inkraret o

MCS-CVD_Computer_User_Policy--Sanitized.doc Page 2 of 12.




g_transfer on ‘CVDO0OQ (Q:) Other lab members on your project share your project drive and
can see where you put files and can get to them. Thisis not true for other users. Should you
need to share afile with auser not on your project, you would create a directory on this drive
using your username and put the file(s) for them in that newly created directory. Tell them
whereto find the file and to move thefile to their area. Thisdriveisnot a storage area! Any
filesleft for 7 days will automatically be deleted by the server if no changes have been made to
them. Thus, you may use this areato work collaboratively on afile(s), but make sure to keep a
backup copy in case it(they) get deleted.

= q_transfer on ‘'cyd00’ {Q:) ;lgll‘j

_| File Edit ‘iew Favorites: Toaols  Help |-
| s=Back » = - [E] | Disearch [ Folders 4History | i W X o | E

| Address ig ol j & Gn “NDrﬁtDﬂ Antivius L -
Name I size | Type | Madifiad |«
:]l Flease create a Folder For vourself using wour , .. | File Folder THNEIZ003 1230 FM
LD File Falder 7/18/2003 12:29 PM

B imeser File Falder QITI2003 1:42 PM

|;| LHE File Falder THai2003 12:29.PM

D Limin File: Folder THE2003 1225 FM

Cl MEYER, File Folder THEIZ003 1225 PM
Clrbesear File Falder FHE2003 12:29 FM

(1 5Park Transfer File Falder AN 72003 12:01 PM

50 File Falder- 7/16/2003 12:25PM |
3 kermp File Folder THSIZ003 12:30 PM

Y Exnnnngd . jpg 138 KB JPEG Image 111302002 12:31 PM

A7 EX000092.ipg 149 KB JPEG Image 11/13/2002 12:32 PM

WY GASKETZ.BMP 603 KB Bitmap Image 6/10/1999 2:07 PM
@New Microsoft Word Document, doc 11 KB Microsoft Word Doc, ., 8171997 5137 aM

A POONNIET ipg P33 KB JPEG Image 11/13/2002 12:32 PM

& PON009EE  jng Z59KB  JPEG Image 111372002 12232 . ]

25 abject(s) 13,63 ME 1 |r Local intrarist y

s sourcefileson ‘CVDOO’ (S:) Thisread-only permission drive holds a copy of most of the
windows software installed on many of the lab computers. Use as needed. If you would like
something added (so a backup is kept and others can get to it), contact the computer manager.
Large programs, including those covered by the Stevens site licenses, are kept on CD with the
computer manager.
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_ioix
_| M Edit  Miew Favorites: Tools: Help |-
| s=Back » = - [E] | ‘Qsearch L Folders g}iHistnry | FrEgLr bl ) | EE
| Address ig 5 j & Gn “Nn:-ttn:un Antivius L -
MName | Size | Type | Modified [
[ Jadobe Acrobat 4.0 ; Filz Falder 7116/2003 3139 PM
[ Adobe Tiustrator File Falder FILE/2003 3135 FM
[C1canvas? File Folder FHE2003 31368 PM
|;| CDEx 1.30 File Folder THE/2003 338 PM
I CuteFTR File Folder T6/2003 3:55 PM | |
[ Disk and Dir Utils File Folder TIEIZ003 3,35 PM
[ 1File System Interpraters File Folder THE/Z003 338 PM
[ IFalderMatch Filz Falder FIE2003 3158 PM
L IFrontPagezk File Falder TIHEZ003 339 PM
[ Gatan Microscopy Sulte File Falder 71620035 341 PM
CIHP InkJet 695C driver File Folder FHEZ003 341 PM
CIHP LI 4000 winzk dirver File Faolder THE/2003 3141 PM
i:] HSC4 File Folder TIE/2003 342 PM
@ Iomegaiare 2,1 File Folder TILEIZ003 342 PM
[ 11R Tutar Filz Faolder THEZ003 342 PM
(Jkalsidagraph File Folder 7I6[2003 3:42 PM ~|

{45 object{s) 13,5 MB ] |r Local intrarist y

x_archiveon ‘CVDOO’ (X:) Thisread-only drive iswhere finished documents are placed for
reference and use by all users/ lab members. Once athesis, professional meeting presentation or
poster, dissertation, report, or significant group presentation is completed, a copy must be
provided to the computer manager for archiving. Once afileisarchived, al previous versions
must be deleted so current and future users are not confused as to which is the final work. 1f you
shared the file with other users, remind them to delete their versions. This also prevents wasted
drive space (it isn't free). Archiving also appliesto journal articles, except that copies are
submitted to the computer manager upon submission, editing, and final acceptance (the statusis
noted for each case).

If you have another version of a presentation with minor changes for a different audience, you
may either put the changed dlides at the end of the original presentation or just keep the different
didesin their own file with areference to the main presentation file. There is no need to have
two 30+ MB fileswith only 2-3 dlides varying between them.

To repeat: once afile has been placed in the archive, al prior versions must be deleted! The
Archiveisour ‘public’ record of communications and analysis of results.
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= x_archive on ‘cvddD' ()

=10l x|

] File  Edit  View Faworkes  Tools  Help |-
| $Back » = - (&) | Qoearch LhFolders (BHistory |5 B X o | EE-
| Address |52 % ~| @Go || Morton Antivirus 1 -
I size | Type | Modified I

i File Folder THEZ003 438 PM
| Group Presentations File Folder FIEI2003 4136 PM
3 Manuscripks File Folder TAMZ003 4:32 PM
[ Presentations File Folder FHEI2003 4146 PM
e Cualifiers File Folder THaf2003 446 PM
@ Reports File Folder TILEIZ003 449 PM
i Senior_Cresign File Falder THAMZ003 4:49 BM
A TEMP File Falder 7HE2003 4:49 PM
1 Thesas File Folder THEZO034:49.PM
19 obiject(s) 0 bytes Local inkeariet. y
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User-specific Network Drives:

In addition to the common user drives (L:, Q:, S:, X:), you will see one or more specific project
drives (H:, I: and T: in our example).

At the top level of each project drive are several organizational folders. All of your files related
to that project go in one of these folders. If afile doesnot, it doesn’'t belong on the server (like
mp3s, movies, software, etc).

All project data goesin the “Data’ folder. If you have several sub-projects or types of data, feel
free to make severa datafolders, asin the example below. If you take a data file and somehow
changeit (data/image analysis or whatever), rename it by adding something similar to “-
analyzed” to the original file name. Thisway original fileis also kept intact.

At thetop level, there are also user folders (for user-specific files). It is strongly encouraged that
you put all downloaded papersin afolder called “PDF Papers’. Y our group might also want a
“Presentations’ folder of it'sown for small (3-6 dide) update presentations or a*“Reports’ folder
for short status reports. The group should decide together. (Professors may influence some
decisions.)

=5 i_alumina on 'cyd0D’ (I3} -|0of %]
_| File: Edt View Faworites Tools  Help |-
| s=Back » = - (5] | 'ﬁSearch L4, Folders: g}iHistnry | FrEgLr bl ) | EE

| Address ig I ;I & Gn HNn:-ttn:un Antivius L -

MName | Size | Type | Modified |

[ liData - Seal Coat (MOCYD) | Filz Falder 91172003 12:31 PM
CData- solgel Filz Folder LFI2003 1248 PM

[ 1Data - Template {Chiaride) File Folder QIFZ003 12:29 PM
hchen File Faolder QIF2003 114 PM
[itsarenk File Folder AN TIZ003 12:35 PM

@ imeyer File Folder ALTIZ003 1238 FM

[ Iratarzil File Falder S TIE003 1239 PM

Cltemp File Folder oi17/2003 12:33 PM

;-] ki File Folder 172003 12:39 PM

'l] g File Folder AL FIZ003 1246 PM

@ deskkop.ini 1 KB Configuration Settings  Sy2f2002 9:44 PM
{11 chijecks) 271 bytes |r Local inkrariet y
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The organization of data within the data folder(s) on your project drive must be logical,
understandable by those not on your project (for new people who join later), and strictly
enforced. All members of the project must come to an agreement as to how the datais organized
so everyone knows where to put newly acquired data and to find old material. There are many
options for this, some of which are implemented in the example below.

A starting point for file and data organization by your group should cover the following aress.
Do you want to organized data by experiment, date, or other method? Does analysis get
organized by type (SEM, TEM, XRD, etc) or kept with sample/ run files? Does each sample get
it's own directory or are sample organized by type/ substrate? Where do group-wide fileslike
experimental plan or system schedule go? There are many other options your group must
discuss.

Other considerations include keeping a photo ‘journal’ of your system and modifications,

component manuals and documentation, experiment / project plans, system maintenance
schedules, et cetera.

|

| File Edit View Favorites: Tools  Help
| #=Back - = - [5] | DiSearch L Folders ¢ #History | s G X @ | B
| Address !;l H:\[raka j (?}G-:l | INl:mI:l:un Antiins Q, -
| Size | Tvpe | Modified [
CEEdxTEM | File Folder 9/7/2003 12153 P
':J EMPA From ORML File Foldey Q72003 12:53 PM
CTEMPA from ORML - unadulterated data - dan,., File Folder QITIZ2003 12:52 P
[ JExperiment 2001-12-1 - System Check after ... File Folder UTI2003 12146 PM
3 Experiment - 2001-12-2 - svstem check after ... File Folder TI2003 12:46 FM
i Experiment - Conkinuous File Falder QTI200312:52 PM
i Expefiment - Long Bar Experiment 1 (CDE) File Folder WTI2003 12:52 PM
5 Experiment - Long Bar Experiment 2 (PVE) Filz Folder WTIZ003 12:51 PM
L 1Experiment - Predeposition - Sequential Fil= Falder TI2003 12151 PM
1 Experiment - Pressute Yariation File Foldet Qi7I2003 12:49 PM
[ Experiment - Tallored Substrate File Folder QIFIZ003 12:49 P
3 Image Analysis Fil= Folder ATIZ003 12:49 PM S
[ other File Folder T2003 12:49 PM
CPictures - Swaken and Components File Falder QTI2003 1246 PM
[ Svstem Documentation File: Falder TIZ003 12;46 PM
@Cnntinupus_ Dioping Experiment - Parameter T.., ELKE Microsoft Excelwor.,,  Zf19/200Z 734 AM ;I
EZD object{s) 'E_ES_ME ] [& Local inkramet y

Each user also has their own folder, by username in each project drive. All ‘personal’ filesgoin
here: grad school paperwork, progress reports, |etters, resumes, extra dlides for future
presentations, proposals, and all the other stuff associated with 80 hour work weeks. Worksin
progress (like presentations and papers) should also remain here until such time asthey are
moved to the Archive drive or data folder.
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No data/ file/ presentation / paper which is not currently being edited or analyzed should be
kept in your user folder. The size (excluding really large presentations or papers) of your user
folder should not exceed 100MB. If it doesfor awhile, let the computer manager know before
he hunts you down for an explanation. ©

All members of aproject can read, change, and delete all files and folders on that drive. Whileit
isamatter of courtesy that you don’t go into another user’ s folder without either permission or
great need, please remember that truly private information should not be stored on any network
folder. In addition to being viewable by other project users, such information may survive for a
year or more in system back-ups. “Personal” filesinclude such information as. medical,
financial, family, investment, et cetera.

@jmeyer ol x|
_| File: Edt View Faworites Tools  Help |-
| s=Back » = - (5] | ‘Qsearch L Folders g}iHistnw | FrEgLr bl ) | EE

| Address i'll H:hirmesver ;I &Go | | Morkon Ankiirus 4
Marme ¢ | Size | Tvpe | Modified [
Cliarticles web File Falder 9y7j2003 12:43 PM

] Correspondence Filz Folder 7TIZ003 1243 PM

[JFar Dr Lee File Folder QIFIZ003 1243 PM

|;| GOMS Daka File Folder ATI2003 12:43 PM

[C1GEAE specific Files (non-proprietary) File Folder TI2003 12:43 PM

ClIn Progress File Folder WTIZ002 12143 PM

[ Ipersanal (temp) File Folder FIZ003 1245 PM

[ Presentation Files File Folder QIFIZ003 12343 PM ||
[ 1Proposals File Falder QFIZ003 12:45 PM

[ server File Folder TIZ003 12:43 PM

1 5uppoart File Folder QIFIZ003 1243 PM

[ dweh stuff File Faolder QITIZ003 12143 PM

e WebPage File Folder TI2003 12:43 PM

g3 YWeskly Progress Reporks File Folder WTIZ002 12143 PM
.ﬁ.GTSF{ 2001 Repaort 2001-09-01 . doc Z1 KE Microsoft Word Doc,..  3/28/2001 4:11 AM

@CVD Computers Sofbware List doc 62 KE Microsoft Ward Doc, .. 100122002 2:50 PM ll

28 nhjeck{s) 11,5 MB 1 |r Local intrarist y
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File Security and Integrity:

The stability and security of the CvVDOO server can not protect users from themselves! To wit:

When you leave a computer, you must log off!. Otherwise someone can delete your (and your
project colleagues’) files. Worse yet, some guest might accidentally make a change and save it
before closing...then you might never know your datawas incorrect! If you are coming right
back, choose the “lock computer” option from the log off menu. Thisis critical to good physical
system security.

All data on old Windows folder shares must be transferred to the appropriate project drives and
the windows shares disabled. Folder shares are another highly vulnerable point through which
some viruses and malicious programs may take advantage and gain access to you system and our
local network.

If avirus gets onto a Windows machine, it can infect files on the server and spread the virusto
other computers/ users. Almost no Windows viruses can affect the server itself. If avirusona
windows machine decides to delete all files on local and your network drives, it can! Y ou must
protect each computer from which you log in. Lab computers are protected by lab copies of
Symmantec’s “Norton AntiVirus’ software. For your own computers, you must either purchase
your own software or install a copy of the McAffee antivirus software covered by the Stevens

sitelicense. This may be found on Stevens' ftp server “netsrv”.

Never disablethe anti-virus software on lab computers or on you own.

Do not install software which operates with “administrator” privileges al the time. While most
software installed on Win2k/XP machines needs an administrator to be logged in, it does not
need to run with those privileges. If the option is provided, make sure to tell the installation to
make the program “available to al users’.

Do not let other people use your account. Any mistakes they make will be your fault. There are
no guests on our systems. Any future guests will need to be approved and set up by the
computer manager.

Do not re-share mapped drives as shared windows folders. This only creates another
vulnerability in the system. Usethe q_transfer drive to share documents. Otherwise, use a“Zip’
disk or USB memory ‘drive'.

The desktop of each machineis cleared bi-weekly, do not save documents there.

Thereis no network “Recycle Bin”. If you deleteit from a server or project drive, it is gone.

A full backup of the network drives ocurrs weekly—usually between Friday and Saturday. |If

you lose or delete afile, the most recent copy at the time of the last backup is what the computer
manager can restore for you. Restoration of files usually requires about 2 business days. If you
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have any critical files, usea‘zip’ disk or your hard drive to make adaily backup. Seethe
computer manager to obtain disks.

Suggestions (Requirements, really):

Work on files from the server—your locally mapped drives. This prevents multiple versions of a
file being created or open at the same time. Trying to merge two files with different changesis
practically impossible. Working off the server also means when someone accesses afile, they
can be confident 1) everyone else is working from the same information 2) any changes they
make will be complete (no other copies to be hunted down and changed) and 3) they will have
the most up-to-date version / information.

If you are working on avery large file (over 30MB) and saving it frequently, it makes good
sense to copy the file to your local computer and work on it there. All the saves and frequent
accesses to such alargefile will create lots of network traffic which could otherwise be
eliminated. Thiswill also speed up file saves significantly. At the end of the day (or when
done), save the file back to the project drive.

For optical microscopy, jpg files are fine (set them around 75% quality). For SEM and TEM, try
to use black and white TIFFs at 1024 by 768 pixels (about IMB in size). Thisisagood size and

quality level for printing out journal-quality pictures for papers. If you are taking representative,
example, or abunch of micrographs, the “jpg” format is preferred to save space.

No software or hardware may be installed or modified on any “public’ 1ab computer without the
explicit approval of—and over-sight by—the computer manager.

Printer(s)

The network printer, connected directly to CVDOQO, isfor use by all group members whose desk
residesin the B-308 office/ lab area. For al other users, it may be considered a backup printer.

Installation must be performed on each client machine using the “add printer” wizard. Use
network printer \\cvd00\np4000 (all zeros, no letter ‘O’) and the windows driver for HP LaserJet
4000 PS.

If you open the last ream of paper in the drawer under CV D04, go to the department office and
obtain 3-4 more reams from Barbara (or Pat). If you refill any of the printers with other supplies
(toner, ink, transparencies, et cetera), get or buy more!

Do not ever disconnect the printer from CVDOQO if you have problems connecting to or printing
on the HP4000. This can cause harm to both the printer and the server. Try printing atest page
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first, or another document to see if you can isolate the problem. Once you have tried this,
contact the computer manager.

Closing

With these thought in mind ad you lay out your project drive structure and maintain your data,
you will be assisting the other lab group members and the Computer Manager in keeping the
server secure and clutter free. Remember that if you are ever unsure of an action or its
repercussions, contact the Computer Manger before acting.
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Project Drive Users

In addition to the permissions listed below, the “ computer manager” (compmgr) account has

access to all shares.

Project folder

g_username

h_***
i_***
j_***
k_***
|_labfiles

m

n_***

*k*
o_

p *k*

g_transfer
r

s sourcefiles

t *k*

*k*
u_

V_
W **k*
x_archive

y_oldprojects

z_reserved
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Users

restricted folders for administrative storage as required by user(s)
specific users, asrequired
specific users, asrequired
specific users, asrequired
specific users, asrequired

al users have “read/write” permissions

specific users, asrequired
specific users, asrequired
specific users, asrequired

al users have “read/write” permissions

al users have “read only” permissions
specific users, asrequired

specific users, asrequired

specific users, asrequired
al users have “read only” permissions
compmgr only

none
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